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Abstract—A method for protecting information transmitted via a communication channel is proposed.
According to this method, data messaging is encoded by a change in the shape of pulse sequences and the
messages are detected based on the neural-network method of signal identification. The efficiency of the
method is analyzed in the case of multichannel transmitting of graphical information.
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The problem of protecting information transmitted
via a communication channel has a long history and
many possible solutions. A comparatively new approach
is based on using chaotic self-sustained oscillations as
carrying signals [1—5]. In such communication systems,
an information message can be detected based, e.g., on
the phenomenon of chaotic synchronization [1] or on
applying special tools for digital processing of signals [6].
When a large number of messages are transmitted via a
single communication channel, these approaches have
some restrictions. In this work, we propose a variant for
improving the characteristics of this multichanneling; the
variant includes encoding information messages by
changing the shape of transmitted pulse sequences and
the neural-network principle of detection.

For a transmitted pulse, we choose an analog signal
of the form

~(p(t-4,))’

G(p, 1) = ae (a,+ b,th(p,(t— q,)))

x sin(g-;:tfst + (ps) , (1)

p = {al7 b[’ pt’ ae’ pe5 QQ’fY’ (pS’ T} *

The function G(p, f) is typical for neural action
potentials sy(iAr) (Fig. 1); a series of special
approaches have been developed in neurodynamics to
recognize them [7—10]. With an appropriate designa-
tion of parameter vector p, function (1) permits one to
perform a sufficiently exact approximation of the
experimental signal s,(iAf) = G(p,, ). In the presence
of sequences consisting of pulses that are close in
shape and belong to different classes, recognizing the
pulse shape in the presence of noises can be done, e.g.,
via analysis of principal components [7]. However,
artificial neural networks (NNs) [11] (Fig. 2) are a
more efficient tool for recognizing the shape of noisy

signals. We use a version in which the NN is con-
structed in the form of a perceptron,

Mk
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Fig. 1. Pulse signals: (a) pulse G(py, 7) and experimentally
measured potential of the neuron action sy(i{Af) and

(b) spectral characteristic of the pulse G(py), 7).

825



826

where N, is the number of neurons in the kth layer,
M, is the number of synapses of a neuron of the kth
layer, ¥(x) is the activation function, {y;} is the neuron
“activity,” {0,} is the threshold level, and {wy} is the
synaptic coefficient for the i-synapse in the j-neuron at
the k-layer. Correspondingly, x; = y;, is the input vector
and y;; is the output vector. The NN is learned based

on the error back-propagation principle [11].

In the context of the proposed method of protected
data transfer, information messages are encoded in the
transmitter as follows. Consider Q. independent infor-

mation messages written as matrices {/, } in which
m € [1; Q] is the index of the message number and

k € [1; P,] is the number of information values in the

m-message.

E.anum € {15 2, LR QC}>

(n+1) _

(m)
_ Tkn+ 19 E.\num = k7
Tkn+1 =

(n)
Tkn> &num * k>

The iterations are executed using a uniformly distrib-
uted random value §,,,; the range of ¢, values is
bounded by the set {1, 2, ..., O} and a t-matrix with
dimensions Oy x QgP; is additionally introduced.
When implementing mapping (5), the following values

are used as initial conditions: n = 1, ﬁ(") ef{l,?2,...,

num

Och, v, =1, Vk# &, and 1, = 0.

Parameters D, and Dy are constant (a priori given)
quantities. Coded signal .S for Q. information mes-
sages consists of O-P;sequences of samples with length
Dg. Executing QcP; iterations for the transmitter (5)
entails a necessity to perform Q.P; iterations for the
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Step 1. Information signals are normalized with
respect to the amplitude to the quantity D, > 0 using

expression (3) with obtaining the matrix {v}'}
m D

Vi = ——t—

max(f;~")

Step 2. Individual fragments of the coded message

I"+D,. 3)

are constructed in the form of m-matrices {B}} in
accordance with (4):
Bj, = 0 .&(iA1) + G(D,, (i~ V{)AD),
ie[l; Dg].

An additional source of colored noise (7) € [—1.0;
1.0] is used with amplitude parameter o and con-
tinuous spectrum in the range of [0; f;] and m pulses
of type (1) with parameter vectors p,, and similar dura-
tion T are introduced. Length parameter of the code
unit Dg= 2D, + [T/At] is established.

Step 3. Using mapping (5) consisting of # iterations

4

(n € [1; Q-P)]) by matrices { B, } given based on (4), a
coded message is constructed in the form of signal S(7):

T, EZPinT,, = P,/\.../\rQCn;tP,,
E.mume{lwe {132,---,q,...,QC}/\l¢q},
wum - = {Tn = PIANT, #FPIAT, # PN AT, # P

Eoum e Ul e{,2,..,q,1,..,0c} ANl£gAI#T},
an = PI/\TN’I = P[/\Tlnipl/\.../\TQCniPl,

(&)

ATy

o)
m = gn’;m’

i =q+(n-1)Dy,

g €[1; Dg].

receiver. Let us consider the algorithm of the nth iter-
ation in the receiver.

Step 1. Discrete measurements of values of the
coded signal passing through the communication
channel are performed. In the course of the measure-
ments, discretized signal F"(iAf) with duration DAt is
constructed.

Step 2. Signal F"(iAf) is subjected to a threshold
transform or a discrete wavelet-transform [8] to local-
ize pulses G(p,,, iAf) with length 7. In the process of
pulse localization, its central point is determined (the
value ).

Step 3. Using NN (2) adapted to recognizing pulses
of type (1), the input vector represented in the form
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Fig. 2. Results of the classification of noised pulses of two classes: (a) based on the analysis of principal components, (b) based on

the NN, and (c) shapes of pulses used in the numerical experiment on information transfer in the protected mode.

x; = G(p,,, ts + iAt — T/2) is recognized. Output vector
y;, of the NN is analyzed using functional (6) in which

y}" are library vectors (m vectors, m € [1; Q.]) formed
in the course of NN learning:

(6)

Step 4. Based on condition (7), the matrix v, for
the receiver is determined:

Im e Z: R(m) = min= V' = L—St, k = k(n). (7)

Step 5. In accordance with values {Vv} }, normal-

ized value I;' (8) for the mth information message is
reconstructed:

VZ_DA

I e

A

k = k(n). (8)

Thus, if steps 1—5 of the algorithm for message
receiving are executed at each nth iteration, then, in
correspondence with formulas (6)—(9), all Q. trans-
mitted messages are gradually reconstructed in the

form of matrices {I} }, m € [1; Ql, k € [1; P,].

A numerical experiment in which the operation of
the transmitter and receiver was simulated was carried
out to test the proposed method of protected informa-
tion transfer. In the course of the numerical experi-
ment, the encoding algorithm operated in the regime
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of transferring two (Q, = 2) information messages in
the form of two black-and-white images (Fig. 3) for
which P; = 400 x 600. Pulses of type (1) presented in
Fig. 2c were chosen for the transmitted pulses. The
duration of the pulses was 7"= 0.0128 s and the time
discretization step was Ar = 0.0004 s. Coordinates of
vectors p, and p, assigning the pulse shapes are pre-
sented in the table. Other parameters were chosen as
follows: D =255, o = 0.6, andfg = 1500 Hz. The rec-
ognition involved a three-layer NN organized as fol-
lows: N, = 32, M, = 32, N, = 250, and N; = 2.
The adaptation was performed based on a sample of
400 pulses noised by colored noise source & (o =
0.9and f; = 1500 Hz) for two classes (the number of
adaptation stages was 10000 and the adaptation step
h = 0.00025) by use of the activation function Y(x) =
6.0tanh(0.4x).

The performed numerical experiment simulated
the operation of one transmitter 7 and two receivers
R1 and R2. In the first receiver, the applied algorithm
for recognizing the shape of noised pulses was based
on the principal component analysis [7]; in the second
case, it was based on the described neural network
method. The absence of a priori information on the
shapes of noise-free pulses (received R1) leads to con-
siderable recognition errors; as a result, the informa-
tion messages remain unreconstructed. This is con-
nected, first of all, with the fact that pulse shapes
(Fig. 2¢) and the background source of colored noise
were chosen so that the information about definite
classes to which the pulses belong was maximally hid-
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Fig. 3. Results of the numerical experiment (7 is the transmitter, Rl and R2 are the receivers, / are the transmitted information
messages, 2 are incorrectly segregated messages in receiver R1, and 3 are correctly segregated messages in receiver R2).

den. Algorithms that were preliminarily adapted for
signal recognition (Fig. 2c) preserve their capabilities
for stable classification of noisy pulses in the received
message.

In the considered example, only one degree of
defense was used and the information message can be
reconstructed by simple exhaustion of existing variants

Pulse parameters

P P2

a, 3.626004 3.004003

b, 2.988912 2.155355

P, —9.849386 x 10? —1.088808 x 10°
q, 4759452 x 1073 5.128043 x 1073
a, —4.591491 —3.559475
Pe 4.844415 x 10? 4.621989 x 10°
q, 6.303474 x 1073 6.194369 x 1073
£ 1.153357 1.188738

o 2.919729 x 10~ 1.986695 x 107!
T 0.01280 0.01280
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(this needs about 2'920% operations). However, this
method can be completed using the following ele-
ments: a generator of additional classes of masking
pulses with chaotic time intervals between repetitions
of the pulses, adding one empty message carrying the
noise, the distribution of the composition of the infor-
mation message with respect to carrying pulses, etc.
The corresponding additions make it possible to sig-
nificantly increase the degree of protection of a com-
munication system from unauthorized access.
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